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WHAT IS CLAIMED IS: 
1. A cryjptographic communication terminal 
comprising: 

a cryptographic algorithm storage section for 
s than one type of cryptographic 
for cryptographic communication, and 



storing not lop 
algorithm used 



a key in:: 
key used for c: 



outputting a designated cryptographic algorithm; 



formation storage section for storing a 
iryptographic communication corresponding 
to the cryptoc rjajphic algorithm, and outputting a 
designated keyl; 

control m^jaris for designating, with respect to 
said cryptographic algorithm storage section and said 
key information! Istorage section, which cryptographic 



algorithm and key | are to be used in the cryptographic 
communication; anc 



encryption/decryption means for decrypting 



received encryption information by using the crypto- 
graphic algorithm^ designated with respect to said 
cryptographic algorithm storage section and the key 
designated with rJjspect to said key information storage 
section, and encrypting information to be transmitted. 

2. A terminal 1 according to claim 1, wherein said 
cryptographic algorithm storage section stores an 
encrypted cryptographic algorithm, and 

said terminal further comprises cryptographic 
algorithm decryption! means for decrypting the encrypted 
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cryptographic algorithm . 

3. A terminal according to claim 2, wherein 
said key information ^torage section stores a key for 
an encrypted algorithAi used to decrypt an encrypted 

5 cryptographic algorithm as well as the key for 

cryptographic communli cation . 

4. A terminal according to claim 3, wherein the 
key for the encrypte^ algorithm is a key for secret key 
cryptography. 

10 5. A terminal according to claim 3, wherein the 

key for the encrypted \|algorithm is a key for public key 
cryptography . 

6. A terminal according to claim 1, wherein said 
key information storag^ section stores an encrypted 

15 key, and 

said terminal further comprises key information 
decryption means for decrypting the encrypted key. 

7. A terminal according to claim 1, wherein said 
control means instructs said cryptographic algorithm 

20 storage section to output! a requested cryptographic 

algorithm upon receiving la transmission request for any 
one of the cryptographic klgorithms stored in said 
cryptographic algorithm storage section, and 

said encryption/decryption means encrypts the 

25 requested cryptographic algorithm as the information to 

be transmitted. 

8. A terminal according to claim 1, wherein when 
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a partner with which said terminal communicates is an 
apparatus including said cryptographic communication 
terminal, said terminal requests the partner for a new 
cryptographic algorithm and/or a key for a correspond- 
ing encrypted algorithm, decrypts a corresponding 
response by using said encryption/decryption means, 

stores the requested cryptographic algorithm in 
said cryptographic algorithm storage section upon 
receiving the cryptographic algorithm, and stores the 
requested key for the encrypt algorithm in said key 
information storage section upon receiving the key. 

9 . A cryptographic communication center apparatus 
comprising said cryptographic communication terminal 
defined in claim 3, wherein when the algorithm decryp- 
tion key is requested from the partner, said apparatus 
inputs the corresponding algorithm decryption key as 
the information to be transmitted to the partner to 
said encryption/decryption means. 

10. An apparatus according to claim 9, wherein 
said apparatus comprises said cryptographic communica- 
tion terminal defined in claim 3, and an update 
cryptographic algorithm storage section for storing 
a plurality of types of cryptographic algorithms 
decrypted by using a key for the encrypted algorithm, 
and 

said control means, when a cryptographic algorithm 
is requested from said cryptographic communication 





10 



15 



20 



25 



- 43 - 



terminal, instructs said update cryptographic algorithm 



storage section, 



Ln place of said cryptographic 



algorithm storage section, to output the requested 



cryptographic al 
transmitted. 

11. An appa 



T 



the encrypted 



I 



key for the enei 



orithm as the information to be 



ratus according to claim 9, further 



comprising key encrypt means for, when the key for 
Jlc 



gorithm is requested from said 



cryptographic communication terminal, encrypting the 



12. An apparatus according to claim 11, wherein 



said key encrypt 
encrypted algojr:. 
cryptographic 



ing not less t 
terminals each 



ypted algorithm to be transmitted, 



and inputting tlje encrypted key for the encrypted 
algorithm, as 
said encryption 



tl|ie information to be transmitted, to 
decryption means. 



ion means encrypts the key for the 
thm by using a key unique to a 
sdmununication terminal of the partner. 



13. A cryptographic communication system compris- 



:fian two cryptographic communication 
defined in claim 1. 

14. A cryptographic communication center apparatus 
comprising not ..ess than one cryptographic communica- 
tion terminal/ dofined in claim 1 and not less than one 
cryptographic communication center apparatus defined in 
claim 7 . 

15. A cDmptiter readable medium storing a program 
itin g : 



for imp 1 erne 



7 ting 
[ 
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lie algorithm storage section for 



storing not less than one type of cryptographic 
algorithm used fo$ cryptographic communication, and 
outputting a designated cryptographic algorithm; 

a key information storage section for storing a 
key used for cryptographic communication corresponding 
to the cryptographic algorithm, and outputting a 
designated key; 

control means for designating, with respect to 
said cryptographic algorithm storage section and said 
key information storage section, which cryptographic 
algorithm and key are to be used in the cryptographic 
communication; and I 

encryption/decrryption means for decrypting 
received encryption information by using the crypto- 
graphic algorithm designated with respect to said 
cryptographic algorithm storage section and the key 
designated with respect to said key information storage 
section, and encryptipig information to be transmitted, 

rording to claim 15, wherein said 



16. A storage ac 



cryptographic algorithm storage means further comprises 



a program for storing 
algorithm, and 



an encrypted cryptographic 



4 



implementing cryptographic algorithm decryption 



means for decrypting t 



:ie encrypted algorithm by using 
a key for the encrypted algorithm. 

17. A storage according to claim 15, wherein said 
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control means further comprises a program for, when 
a transmission request for any of the cryptographic 
algorithms stored, in said cryptographic algorithm 
storage means is (received, instructing said crypto- 
graphic algorithm! storage means to output the requested 



cryptographic algorithm, and 

said encryption/decryption means further comprises 
a program for encrlypting the requested cryptographic 
algorithm as the information to be transmitted. 



18. A storage 



according to claim 16, further 



comprising a program for, when a key for the encrypted 
algorithm is requested from the partner, inputting the 



corresponding key fior the encrypted algorithm, as the 

information to be transmitted to the partner, to said 

\ 

encryption/decryption means. 

19. A cryptographic communication center apparatus 

\ 

having said storage jpedium defined in claim 16, 
comprising : 

update cryptographic algorithm storage means 
for storing a plurality of types of cryptographic 
algorithms encrypted by the key for the encrypted 
algorithm; and 1 

means for, when the cryptographic algorithm 
decryption key is requested from the partner, inputting 
a corresponding key for the encrypted algorithm, as 
information to be transmitted to the partner, to said 
encryption/decryption Means, 
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control means stores a program for, 



when a cryptographic algorithm is requested from said 
cryptographic conununication terminal, instructing 
said update cryptographic algorithm storage means to 
output the requested cryptographic algorithm as the 
information to bL transmitted. 

20, A systdm according to claim 13, wherein said 
cryptographic communication terminal acquires the 
cryptographic algorithm and a decryption key therefor 
from said cryptographic communication center apparatus 

21. A system according to claim 11, wherein said 
cryptographic communication terminal acquires a 
cryptographic algorithm from another cryptographic 
communication terminal and acquires a corresponding 
decryption key! from said cryptographic communication 
center apparatjus . 



